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1
Decision/action requested

It is proposed to endorse the proposals.
2
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3
Rationale

In its LS (S2-2001730) on AMF Reallocation via RAN re-routing [1], SA2 asks
To SA3 group.

ACTION 1:
SA2 asks SA3 to take the above into account, clarify the scenarios and security impacts of network slice isolation including the security risks of supporting N14 between network slices, and provide their conclusions to SA2.

ACTION 2:
SA2 asks SA3 to provide feedback as to whether infringement of NSSAI privacy settings during the registration procedure at the benefit of directly accessing an Isolated Network slice is acceptable.

This discussion paper analyses the two aspects above and proposes answers to SA2’s LS.
4
Detailed proposal

4.1
Security of network slice isolation and N14
SA2 is responsible to specify the definition and mechanisms of network slice isolation. Unfortunately, they are not specified yet. SA3 can clarify the security impacts of network slice isolation only after it is defined by SA2.
N14 is a reference point between two AMFs, which is defined in the 3GPP TS 23.501 [2]. In the context of network slice isolation, the two AMFs of an N14 still belong to the same core network of a PLMN. SA3 has addressed the core network security in Clause 5.9 of its specification [3]. So SA3 doesn’t identify any security risks of supporting N14 between network slices. On the other hand, this doesn’t exclude other reasons that SA2 may have other than the security reasons to not supporting N14. It should be up to SA2.
Proposal 1: It is proposed to send a reply LS to SA2, stating that SA3 doesn’t identify any security riskes of supporting N14 between network slices, as the response to the ACTION 1.
4.2
NSSAI privacy
NSSAI privacy is of great importance. Infringement of NSSAI privacy introduces security vulnerability to the whole network, Even though the inclusion of the NSSAI in the clear in RRC signalling is a one-time operation.

We belive it is not acceptable to infringe the NSSAI privacy as long as other means could be leveraged to address the issue. And this point needs to be made clear to SA2.
Proposal 2: It is proposed to send a reply LS to SA2, stating that SA3 believes that infringement of NSSAI privacy settings during the registration procedure is not acceptable, as the response to the ACTION 2.
